[bookmark: _GoBack]STE V2.8.1 UPGRADE INSTALLATION STANDARD OPERATING PROCEDURES

A.  DOWNLOAD STE SOFTWARE VERSION RELEASE 2.8.1 TO DESIGNATED
  PC FROM THE INFOSEC WEBSITE;
  HTTPS://INFOSEC.NAVY.MIL/SECUREVOICE/ .
  A-1.  SELECT STE FOLDER.
  A-2.  SELECT STE-2.8.1 FOLDER.
  A-3.  SELECT SETUP.ZIP, AND SAVE TO A CONVENIENT LOCATION ON
  YOUR PC.
  NOTE: THIS IS A .ZIP FILE AND MAY NEED TO BE RENAMED IN ORDER
  TO DOWNLOAD. CHANGE THE FILE TYPE TO .PIZ THEN DOWNLOAD, AND
  RENAME TO .ZIP ONCE DOWNLOADED.
  A-4.  CHECK TO VERIFY THE SOFTWARE LOADED TO THE PC BY SELECTING
  START, PROGRAMS, AND THEN [STE_SW], AND VERIFY THAT STE RELEASE
  [R0639] IS LOADED.
  A-5. IF UNABLE TO DOWNLOAD REQUIRED SOFTWARE FROM THE INFOSEC
  WEBSITE, CONTACT THE ISEA/POC FOR ADDITIONAL SUPPORT.
  B.  VERIFY CORRECT TPA CARD IS AVAILABLE FOR SOFTWARE UPGRADE.
  USING THE FOLLOWING PROCEDURE:
  B-1.  PRESS THE BLUE [MENU] BUTTON.
  B-2.  [TERMINAL MANAGEMENT] WILL BE DISPLAYED. PRESS [SELECT] ON
  THE STE.
  B-3.  [NETWORK SETTINGS] WILL BE DISPLAYED. PRESS THE [SCROLL]
  BUTTON 2 (TWO) TIMES.
  NOTE: THE STE WILL VALIDATE THE TPA CARD PRIOR TO ACCESSING THE
  TPA FUNCTIONS OF THE STE AT THIS TIME IF NOT PREVIOUSLY VALIDTED.
  B-4.  [TERMINAL AUDIT INFORMATION] WILL BE DISPLAYED.  PRESS
  [SELECT].
  B-5.  [SOFTWARE UPDATE TPA:/CONFIGURATION TPA:] MENU WILL BE
  DISPLAYED.  PRESS [SCROLL].
  B-6.  [CURRENT TPA: XXXXXX/SOFTWARE SERIAL #: XXXXXXXXXXXX] WILL
  BE DISPLAYED.  THIS IS YOUR CURRENT TPA CARD AND IT WILL BE
  NEEDED TO UPGRADE THE STE SOFTWARE. PRESS THE BLUE [MENU]
  BUTTON.
  B-7.  PRIOR TO UPGRADE, CHECK STE FOR NORMAL OPERATIONS
  PLACE CALL TO KNOWN GOOD TELEPHONE TO VERIFY NON-SECURE
  COMMUNICATIONS.
  B-8.   IF STE IS INOPERABLE FOLLOW COMMAND PROCEDURES FOR
  REPAIR/REPLACE ACTION.
  C.  CONNECT THE SERIAL CABLE FROM THE PC TO THE RED DATA PORT
  ON THE STE.
  ONCE SOFTWARE IS VERIFIED FROM SECTION B-6, SELECT [STE RELEASE
  R0639] BY SELECTING [START], [PROGRAMS], AND THEN [STE_SW], THEN
  STE RELEASE R0639.
  D.  WHEN THE STE SOFTWARE PROGRAM HAS INITIATED SELECT THE
  [OPTIONS] TAB AT THE TOP OF THE PROGRAM WINDOW DISPLAY. UNDER
  TERMINAL TYPE TAB SELECT OFFICE, TACTICAL, DATA, OR STE-R
  (DEPENDING ON THE MODEL TO BE UPGRADED) AND CLICK [OK].
  E.  ENSURE THAT THE SOFTWARE PROGRAM IS SET UP FOR THE CORRECT
  COMM PORT BEING USED BY THE LAPTOP. SELECT THE [OPTIONS] TAB AT
  THE TOP OF THE PROGRAM WINDOW DISPLAY.  SELECT THE [COMM PORT]
  TAB. SELECT THE CORRECT COMM PORT FROM THE DROP DOWN MENU.
  ENSURE THAT THE [SELECT DATA RATE]IS SET FOR [38400].  CLICK
  [APPLY] AND THEN CLICK [OK]. NOTE: YOU MAY NEED TO RESTART THE
  SOFTWARE AND OR YOUR COMPUTER IF YOUR CURRENT COMM PORT IS
  NOT DISPLAYED IN THE DROP DOWN MENU. TRY THE SOFTWARE FIRST.
  F.  NOTE:  IF YOU ARE UPDATING A STE THAT DOES NOT HAVE AN
  ASSOCIATED USER KSV-21, YOU WILL NEED TO CHANGE THE SETTING FOR
  THE [CRYPTOCARD UPDATE] IN THE OPTIONS TAB.  SELECT THE
  [OPTIONS] TAB AT THE TOP OF THE PROGRAM WINDOW DISPLAY.  SELECT
  THE [OVERRIDE] TAB AND LOOK IN THE LOWER RIGHT HAND SIDE FOR THE
  [SELECT CRYPTOCARD OVERIDE] AND CLICK THE DROP ARROW MENU
  AND SELECT [SKIP DOWNLOAD].  CLICK [APPLY] AND THEN CLICK [OK].
  G.  INSERT TPA CARD INTO THE STE AND WAIT FOR THE STE TO
  [VALIDATE] THE CURRENT TPA CARD.  THEN PRESS THE BLUE [MENU]
  BUTTON, THE STE WILL DISPLAY [TERMINAL MANAGEMENT].
  H.  PRESS THE [SELECT] BUTTON ON THE STE AND [NETWORK SETTINGS]
  WILL BE DISPLAYED.
  I.  PRESS THE [SCROLL] BUTTON ON THE STE AND [TERMINAL PRIVILEGES,
  ASSOCIATION AND SOFTWARE UPDATE MANAGEMENT] WILL BE
  DISPLAYED, PRESS THE [MODIFY] BUTTON, ON THE STE AND [TERMINAL
  CONFIGURATION CONTROL] WILL BE DISPLAYED.
  J.  PRESS THE [SCROLL] BUTTON 4 (FOUR) TIMES ON THE STE AND YOUR
  CURRENT PROCESSOR SOFTWARE VERSIONS WILL BE DISPLAYED.
  K.  PRESS THE [CHANGE] BUTTON ON THE STE. THE STE WILL RESET
  ITSELF AND WILL THEN DISPLAY [UPDATE SOFTWARE INITIATE UPDATE
  FROM PC].
  L.  ON YOUR PC, SELECT [START] FROM THE STE SOFTWARE DOWNLOAD
  SCREEN. THE STE RELEASE 2.8.1 SOFTWARE WILL THEN DOWNLOAD
  FROM YOUR PC TO YOUR STE. THE DOWNLOAD PROCESS WILL TAKE
  APPROXIMATELY 35 MINUTES TO COMPLETE.
  NOTE: THERE WILL BE 3 CYCLES OF THE [SENT AT003] MESSAGE FROM
  THE COMPUTER TO THE STE.  IF THE [RECEIVED ATXXX] MESSAGE IS NOT
  RECEIVED FROM THE STE AFTER THESE THREE CYCLES, CHECK THE
  COMM PORT SETTINGS TO ENSURE CORRECT COMM PORT IS BEING USED.
  M.  NOTE: AFTER APPROXIMATELY 20 MINUTES THE DOWNLOAD WILL
  PAUSE AND THE COMPUTER DISPLAY WILL READ [INSERT ASSOCIATED
  CRYPTOCARD TO BE UPDATED AND CLICK CONTINUE].
  M-1.  REPLACE THE TPA CARD WITH THE ASSOCIATED TERMINAL USER
  CARD (IF APPLICABLE) AND SELECT CONTINUE.
  M-2.  NOTE: IF NO USER CARD IS ASSOCIATED TO THE TERMINAL THE
  DOWNLOAD WILL READ AN ERROR AND TIME OUT.  PLEASE RETURN TO
  STEP F. AND RESTART THE DOWNLOAD
  M-3.  NOTE:  IF THE SOFTWARE UPGRADE RETURNS AN ERROR AFTER
  ATTEMPTING TO UPGRADE THE USER CARD, THIS MAY INDICATE THAT THE
  STE AND THE USER CARD ARE NO LONGER ASSOCIATED.  PLEASE
  RETURN TO STEP F. AND RESTART THE DOWNLOAD.   THIS ALSO
  INDICATES THAT A NEW USER CARD WILL HAVE TO BE ASSOCIATED WITH
  THE STE AND THE CARD WILL NEED TO BE UPGRADED.
  N.  AFTER THE STE HAS FINISHED DOWNLOADING A [DOWNLOAD PROCESS
  WINDOW] WILL DISPLAY.  CLICK [OK] ON THE COMPUTER DOWNLOAD
  WINDOW AND PRESS [CONTINUE] ON THE STE.
  O.  PRESS [CONTINUE] ON THE STE AFTER IT RESETS. THE DISPLAY WILL
  RETURN TO NORMAL (BLANK).
  P.  CLOSE THE [STE SOFTWARE DOWNLOAD] WINDOW ON THE PC.
  Q.  DISCONNECT THE SERIAL CABLE FROM THE PC AND STE.
  R.  REMOVE TPA CARD. INSERT USER CARD IF REMOVED IN STEP 5.M.
  6.  FOR QUESTIONS, PROBLEMS OR CONCERNS, USERS SHOULD CONTACT
  THE STE HELPDESK DIRECTLY AT (757) 391-9179 OR CONTACT THE POC
  LISTED ABOVE.
  7. EKMS MANAGERS/COMSEC CUSTODIANS ACCOMPLISHING THIS FAM
  SHALL REPORT ITS COMPLETION BY COMPLETING A COPY OF THE SHIPS
  CONFIGURATION CHANGE FORM, OPNAVINST 4790/CK IN ADP
  CONFIGURATION STATUS ACCOUNTING SOFTWARE SUCH AS SNAP I,II,
  OMMS NG, NTCSS, OR CDMD-OA. ADDITIONALLY, SEND A LISTING OF ALL
  STE UNITS UPGRADED BY DEVICE TYPE (OFFICE/TACTICAL/DATA/STE-R)
  AND SERIAL NUMBERS TO THE SECURE VOICE ISEA AT
  KENNETH.ZINSMASTER(AT)NAVY.MIL VIA EMAIL FOR ENTRY INTO ISEA STE
  DATA BASE. PROVIDE THE FOLLOWING INFORMATION AS A MINIMUM
  (BELOW IS FOR EXAMPLE PURPOSES ONLY):
  SUBJECT: STE V 2.8.1 UPGRADE
  CA #112233 (EKMS OR COMSEC ACCOUNT #)/ NAVCOM STATION/COMMAND
  OR USS JOE SAILOR (DDG-333) TOTAL STES HELD ONSITE/ONBOARD: FIVE
  (5)
  STE         SOFTWARE/FIRMWARE     TYPE        LOCATION
  SERIAL #          VERSION
  STEA30000XXXXXX   V2.8.1          OFFICE        CO OFFICE
  STEA30000XXXXXX   V2.8.1          OFFICE        XO OFFICE
  STEA30000XXXXXX   V2.8.1          TACTICAL   RADIO/COMMS
  STEA30000XXXXXX   V2.8.1          OFFICE        EKMS VAULT/LMD-KP
  STEA30000XXXXXX   V2.8.1          OFFICE        OPS OFFICE.//

